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December 11, 2005






This morning I was uploading slides to Kinkos in preparation for this week's Network Security Operations class at a major managed security services provider (MSSP).  One of the class exercises involves students recommending improvements to network diagrams.  Until now the documents were all individual .pdf files, but I wanted to upload a single big .pdf with all of the diagrams.  You can do this with Adobe Acrobat, but I did not have it.

Thanks to this PDF Hacks excerpt, I learned of pdftk, the PDF Toolkit.  It is in the FreeBSD ports tree.  I used it like this:

janney:/home/richard$ pdftk *.pdf cat output nso_netdiagrams.pdf

janney:/home/richard$ ls -al nso_netdiagrams.pdf
-rw-r--r--  1 richard  richard  824385 Dec 11 11:00 nso_netdiagrams.pdf


That's it.  When I was done, all of the .pdf in the directory were assembled into the single nso_netdiagrams.pdf.  Incidentally, I print my .ppt slides directly to .pdf using the free PDFCreator.  I know OpenOffice.org also supports this, but I prefer PowerPoint.
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Anonymous said…



What do you use to author network diagrams? Something besides Visio?
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Anonymous said…



MindManager works great for me.  http://www.mindjet.com/us/products/mindmanager_pro6/quicktour.php
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Zeek in Action Videos











July 29, 2021














This is a quick note to point blog readers to my Zeek in Action YouTube video series  for the Zeek network security monitoring project .  Each video addresses a topic that I think might be of interest to people trying to understand their network using Zeek and adjacent tools and approaches, like Suricata, Wireshark, and so on.  I am especially pleased with Video 6 on monitoring wireless networks . It took me several weeks to research material for this video. I had to buy new hardware and experiment with a Linux distro that I had not used before -- Parrot .  Please like and subscribe, and let me know if there is a topic you think might make a good video.
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New Book! The Best of TaoSecurity Blog, Volume 4








April 13, 2021














  I've completed the TaoSecurity Blog book series . The new book is  The Best of TaoSecurity Blog, Volume 4: Beyond the Blog with Articles, Testimony, and Scholarship .  It's available now for Kindle , and I'm working on the print edition.  I'm running a 50% off promo on Volumes 1-3 on Kindle  through midnight 20 April. Take advantage before the prices go back up. I described the new title thus: Go beyond TaoSecurity Blog with this new volume from author Richard Bejtlich. In the first three volumes of the series, Mr. Bejtlich selected and republished the very best entries from 18 years of writing and over 18 million blog views, along with commentaries and additional material.  In this title, Mr. Bejtlich collects material that has not been published elsewhere, including articles that are no longer available or are stored in assorted digital or physical archives. Volume 4 offers early white papers that Mr. Bejtlich wrote as a network defender, either for technical or pol
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MITRE ATT&CK Tactics Are Not Tactics








October 23, 2020














Just what are "tactics"? Introduction MITRE ATT&CK  is a great resource, but something about it has bothered me since I first heard about it several years ago. It's a minor point, but I wanted to document it in case it confuses anyone else. The MITRE ATT&CK Design and Philosophy  document from March 2020 says the following: At a high-level, ATT&CK is a behavioral model that consists of the following core components: • Tactics, denoting short-term, tactical adversary goals during an attack; • Techniques, describing the means by which adversaries achieve tactical goals; • Sub-techniques, describing more specific means by which adversaries achieve tactical goals at a lower level than techniques; and • Documented adversary usage of techniques, their procedures, and other metadata. My concern is with MITRE's definition of "tactics" as "short-term, tactical adversary goals during an attack," which is oddly recursive. The key word in the tacti
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MITRE ATT&CK Tactics Are Not Tactics
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Just what are "tactics"? Introduction MITRE ATT&CK  is a great resource, but something about it has bothered me since I first heard about it several years ago. It's a minor point, but I wanted to document it in case it confuses anyone else. The MITRE ATT&CK Design and Philosophy  document from March 2020 says the following: At a high-level, ATT&CK is a behavioral model that consists of the following core components: • Tactics, denoting short-term, tactical adversary goals during an attack; • Techniques, describing the means by which adversaries achieve tactical goals; • Sub-techniques, describing more specific means by which adversaries achieve tactical goals at a lower level than techniques; and • Documented adversary usage of techniques, their procedures, and other metadata. My concern is with MITRE's definition of "tactics" as "short-term, tactical adversary goals during an attack," which is oddly recursive. The key word in the tacti
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My Last Email with W. Richard Stevens








June 25, 2023














  In the fall of 1998 I joined the AFCERT. I became acquainted with the amazing book TCP/IP Illustrated, Volume 1: The Protocols  by W. Richard Stevens. About a year later I exchanged emails with Mr. Stevens. Here is the last exchange, as forwarded from my AFCERT email address to my home email. From "Capt Richard Bejtlich - Real Time Chief" Mon Sep  6 18:27:35 1999 X-Mozilla-Keys:                                                                                  Received: from kinda.csap.af.mil (kinda.csap.af.mil [192.203.2.250])           by mw4.texas.net (2.4/2.4) with SMTP 	   id RAA22116 for <bejtlich@texas.net>; Mon, 6 Sep 1999 17:27:38 -0500 (CDT) Received: by kinda.csap.af.mil (Smail3.1.29.1 #7) 	 id m11O7Ee-000NcwC; Mon, 6 Sep 99 17:27 CDT Received: from walt.ip.af.mil(192.168.1.142) by kinda via smap (V1.3) 	 id sma014865; Mon Sep  6 17:27:36 1999 Received: from kinda.csap.af.mil by walt.ip.af.mil with smtp 	 (Smail3.1.29.1 #6) id m11O7Ed-000VruC; Mon, 6 Sep 99 2
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Bejtlich Skills and Interest Radar from July 2005
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This is unusual. I found this "skills and interest radar" diagram I created in July 2005. It looks like my attempt to capture and prioritize technical interests. At the time I was about to start consulting on my own, IIRC.
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For my martial arts project, look here!
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My book on stretching, available now!
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